
USOO8135678B1 

(12) United States Patent (10) Patent N0.: US 8,135,678 B1 
Chen et al. (45) Date of Patent: Mar. 13, 2012 

(54) SYSTEM AND METHOD FOR RESTORING A i Eyrecastlet al~ ~~~~~~~~~~~~~ ~~ , , 1tZ et a . .... .. SINGLE DATA STREAM FILE FROMA 6,425,035 B2 * 7/2002 Hoese et al. 710/315 

SNAPSHOT 6,453,325 B1 * 9/2002 Cabrera et a1. . ...... .. 1/1 

6,487,561 B1* 11/2002 Ofek et a1. . . . . . . . . . . . .. 1/1 

(75) Inventors: Raymond C. Chen, Campbell, CA (US); 6,496,899 B1 * 12/2002 DeMoney ........ .. 711/112 
- ' . 6,556,998 B1* 4/2003 Mukherjee et al. 1/1 

5.13am ligtél’ Cgpemno’lc‘églsd’s 6,594,674 B1 * 7/2003 Kaplan et a1. .... .. 1/1 
llaya“ “Jan, unnyva e, ( ) 6,751,635 B1 * 6/2004 Chen et a1. . . . . . . . . . . . .. 1/1 

6,789,094 B2 * 9/2004 Rudoff et a1. .. 707/797 
(73) Assignee: NetApp, Inc., Sunnyvale, CA (US) 6,895,416 B2 * 5/2005 Gara et a1. . . . . . . . . . . . . . . .. 1/1 

7,051,050 B2 * 5/2006 Chen et a1. .. 707/679 

( * ) Notice: Subject to any disclaimer, the term ofthis 7,076,509 B1 : 7/2006 Chen et al' ~' ~~~~~~ ~' 1“ 
atent is extended or ad'usted under 35 7’165’079 Bl 1/2007 Chen et al' " 1/1 

P 1 7,373,364 B1* 5/2008 Chapman ...... .. 1/1 
U-S-C- 154(1)) by 0 days- 8,027,958 B1 * 9/2011 Chapman 707/679 

2002/0112022 A1* 8/2002 Kazar et a1. . 709/217 
21 A 1. NO.Z 13/213 628 2002/0116593 A1* 8/2002 Kazar et a1. . 711/202 

pp , 2002/0154645 A1* 10/2002 H t 1 370/401 
u e a . . . . . . . .. ~ . 2003/0126247 A1* 7/2003 Strasser et a1. 709/223 

(22) Flled' Aug'19’ 2011 2003/0182301 A1* 9/2003 Patterson et a1. .. 707/102 
* 

Related US. Application Data *ZCiiéogzliilml?er 2/2005 Greenblatt et al' """"" " 707/100 

(63) Continuation of application No. 11/650,768, ?led on 
Jan. 8, 2007, now Pat. No. 8,010,503, which is a Primary ExamineriMahesh Dwivedi 
continuation of application No. 10/393,781, ?led on (74) Attorney, Agent, or Firm * Cesari and McKenna, LLP 
Mar. 21, 2003, now Pat. No. 7,165,079, which is a 
continuation-in-part of application No. 09/891,159, (57) ABSTRACT 
?led on Jun- 25, 2001, HOW Pat N0~ 6,643,654- A ?le which has been changed from a data storage system is 

restored. If the ?le was changed from an active ?le system, a 
(51) Int- Cl- set of twin pointers is created by copying from the latest 

G06F 17/30 (2006-01) pointers in the active ?le system before the ?le system was 
(52) US. Cl. ...................................... .. 707/679; 707/674 changed.Apointer from the twin pointers is compared with a 
58 Field of Classi?cation Search ................ .. 707 674 omter romasna s oto t eact1ve es stem. a omter / , p ' f p h f h ' ?l y If p ' 

707/679 from the twin pointers points to a same data block as the 
See application ?le for complete search history. pointer from the snapshot, the twin pointer is written into the 

active ?le system to restore the ?le to the active ?le system. If 
(56) References Cited the pointers do not point to the same data block, a data of the 

US. PATENT DOCUMENTS 

6,151,683 A * 11/2000 Wookey .......................... .. 714/2 
6,178,483 B1* 1/2001 Runaldue etal. ........... .. 711/137 

MORE BLOCK 
POINTERS TO 
RECONCl LE'.7 

block is copied to a new block in the active ?le system to 
restore data changed since the snapshot was taken. 

11 Claims, 12 Drawing Sheets 

MOVE TWIN BLOCK 
POlNTER TO ACTIVE 

FILE SYSTEM 

COPY DATA 
T0 ACTIVE 

FILE SYSTEM 

COMPLETE 



US. Patent Mar. 13, 2012 Sheet 1 0f 12 US 8,135,678 B1 

100 

META-DATA SECTION 11 

TYPE m 

SIZE m 

TIME STAMPS m I 

UID m 

GID i 

XINODE @ | POINTER A I 

DATA SECTION @ 

FIG. 1 



US. Patent Mar. 13, 2012 Sheet 2 0f 12 US 8,135,678 B1 

4/200 
INODEFOR 
INODEFmE 

2E 

INODEFmE 
INDIRECT 
BLOCK 

2m 
\ _ _ — 

_:-__\____I 
l l 

' INODE : 
INODE : I 

l 17 l w I — I 
L _ _ _ _ _ _ __J 

J " "' -' '7 

run “'1 
l 
: INDIRECT : INDIRECT 
I BLOCK I BLOCK 
l l 

I i I m 
L _ _ _ _ _ _ __J 

HLE HLE HLE 
DATA DATA DATA 
BLOCK BLOCK BLOCK 

220A 2205 2200 

FIG. 2 
(PRIOR ART) 



US. Patent Mar. 13, 2012 Sheet 3 0f 12 

INODE FOR SNAPSHOT 
INODE FILE INODE 

M @ 

INODE FILE 
INDIRECT 
BLOCK 

m 

INODE 

l7 

INDIRECT 
BLOCK 

2 

FILE FILE FILE 
DATA DATA DATA 
BLOCK BLOCK BLOCK 

220A 2205 220C 

FIG. 3 
(PRIOR ART) 

US 8,135,678 B1 

300 



US. Patent 

SNAPSHOT 
INODE 

E 

INODE FILE 
INDIRECT 
BLOCK 

21 CD 

INODE 

INDIRECT 
BLOCK 

Mar. 13, 2012 Sheet 4 0f 12 

FILE 
DATA 
BLOCK 

220A 

400 

US 8,135,678 B1 

INODE FOR 
INODE FILE 

M 

INODE FILE 
INDIRECT 
BLOCK 

41 C) 

INODE 

INDIRECT 
BLOCK 

FILE 
DATA 
BLOCK 

220C’ 

FIG. 4 
(PRIOR ART) 



US 8,135,678 B1 Sheet50f12 B1ar.l3,2012 US. Patent 

EOM&OP 
| § 

New wow 

§<I>Z MmemOOma 





US 8,135,678 B1 Sheet 7 0f 12 Mar. 13, 2012 US. Patent 

com 

mom 

\ 

— § 

amt/=8 

§ woo; 23 

2d <P<Q 

g 60.5 

thmEE QEOPOMEEV ME? 
“NE woo; thmEE F 15 



US. Patent Mar. 13, 2012 Sheet 8 0f 12 US 8,135,678 B1 

START / 

805 
LOCK SNAPSHOT ’ 

810 
LOCK INODE ’ 

AGAINST ACCESS 

1000~\ 

815 
ALLOCATE 

TRACKING ENTRY 

PERFORM EMPTY 
FILE ROUTINE 

PERFORM 
CONVENTIONAL 

COPYING TECHNIQUE 

PERFORM 
RECONCILIATION 

ROUTINE 

FIG. 8 



US. Patent Mar. 13, 2012 Sheet 9 0f 12 US 8,135,678 B1 

FILE ID % / 900 

GENERATION l 

TvaN ID % 

TWIN GENERATION % 

SNAPSHOT ID Q5 

SNAPSHOT GENERATION @ 

SNAP ID ? 

LAST FBN w 

FIG. 9 



US. Patent Mar. 13, 2012 Sheet 10 0f 12 US 8,135,678 B1 

1005 

/ 

1010 
CREATE BUFFER TREEE POINTING TO 

DATA BLOCKS OF SNAPSHOT 

COPY BUFFER TREE TO ACTIVE FILE SYSTEM 1015 

1020 
COPY STREAMS TO ACTIVE FILE SYSTEM 

1025 
CLEAN UP TRACKING ENTRY 

1030 
UNLOCK INODE 

r1035 UNLOCK SNAPSHOT 

1040 

END 

FIG. 10 



US. Patent Mar. 13, 2012 Sheet 11 0112 US 8,135,678 B1 

1100 

1105 / 

1110/ PERFORM SPACE CHECKS I 

+ 
1115/ PERFORM COPY CHECKS I 

+ 
1120/ PERFORM TYPE MATCHES I 

1125/ AI_I_OCAT+E INODES I 
+ 

1200/ PERFORM RECONCILIATION I 

1130/ COPY STREAMS TOtCTIVE FII_E SYSTEM I 

+ 
1135/ TWIN INODE BECOMES ZOMBIE I 

1140/ CLEAN UP TRtCZKING ENTRY I 

1145/ UNLOCtINODE I 
+ 

1150 / UNLOCK SNAPSHOT I 

1155 

FIG. 11 



US. Patent Mar. 13, 2012 Sheet 12 0f 12 

1202 

CHECK FOR DELETION OF VDISK 

I 
SELECT BLOCK POINTER FROM TWIN 

+ 
COMPARE TWIN BLOCK POINTER WITH 

ASSOCIATED BLOCK POINTER IN SNAPSHOT 

US 8,135,678 B1 

/ 1205 

1200 
/ 

/ 1210 

/1215 

/1235 

POINTERS 
MATCH? 

MOVE TWIN BLOCK 
POINTER TO ACTIVE 

IS BLOCK 
POINTER 

ALLOCATED IN ACTIVE 
FILE SYSTEM? 

COPY SNAPSHOT BLOCK POINTER 
TO ACTIVE FILE SYSTEM 

MORE BLOCK 
POINTERS TO 
RECONCILE? 

YES 

FIG. 12 

FILE SYSTEM 

/1230 
COPY DATA 
TO ACTIVE —> 

FILE SYSTEM 

/ 1240 

1250 
/ 

COMPLETE 



US 8,135,678 B1 
1 

SYSTEM AND METHOD FOR RESTORING A 
SINGLE DATA STREAM FILE FROM A 

SNAPSHOT 

RELATED APPLICATION 

The present application is a continuation of US. patent 
application Ser. No. 11/650,768, which was ?led on Jan. 8, 
2007, now US. Pat. No. 8,010,503 entitled SYSTEM AND 
METHOD FOR RESTORING A SINGLE DATA STREAM 
FILE FROM A SNAPSHOT, by Raymond C. Chen et al., 
which is a continuation of US. patent application Ser. No. 
10/3 93,781, which was ?led on Mar. 21, 2003, entitled SYS 
TEMAND METHOD FOR RESTORINGA SINGLE DATA 
STREAM FILE FROM A SNAPSHOT, by Raymond C. 
Chen et al., now issued as US. Pat. No. 7,165,079 on Jan. 16, 
2007, which is a continuation-in-part of US. patent applica 
tion Ser. No. 09/891 , 1 59, entitled SYSTEM AND METHOD 
FOR REPRESENTING NAMED DATA STREAMS 
WITHIN AN ON-DISK STRUCTURE OF A FILE SYS 
TEM, by Kayuri Patel et al., ?led Jun. 25, 2001, now issued as 
US. Pat. No. 6,643,654 on Nov. 4, 2003, the contents of 
which are hereby incorporated by reference. 

FIELD OF THE INVENTION 

The present invention relates to data backup and restoral 
and, more particularly restoring a single data stream ?le from 
a backup. 

BACKGROUND OF THE INVENTION 

A ?le server is a computer that provides ?le service relating 
to the organization of information on storage devices, such as 
disks. The ?le server or ?ler includes a storage operating 
system that implements a ?le system to logically organize the 
information as a hierarchical structure of directories and ?les 
on the disks. Each “on-disk” ?le may be implemented as a set 
of disk blocks con?gured to store information, such as text, 
whereas the directory may be implemented as a specially 
formatted ?le in which information about other ?les and 
directories are stored. A ?ler may be con?gured to operate 
according to a client/ server model of information delivery to 
thereby allow many clients to access ?les stored on a server, 
e.g., the ?ler. In this model, the client may comprise an 
application, such as a ?le system protocol, executing on a 
computer that “connects” to the ?ler over a computer net 
work, such as a point-to-point link, shared local area network 
(LAN), wide area network (WAN), or virtual private network 
(VPN) implemented over a public network such as the Inter 
net. Each client may request the services of the ?ler by issuing 
?le system protocol messages (in the form of packets) to the 
?ler over the network. 
A common type of ?le system is a “write in-place” ?le 

system, an example of which is the conventional Berkeley fast 
?le system. In a write in-place ?le system, the is locations of 
the data structures, such as inodes and data blocks, on disk are 
typically ?xed. An inode is a data structure used to store 
information, such as meta data, about a ?le, whereas the data 
blocks are structures used to store the actual data for the ?le. 
The information contained in an inode may include, e.g., 
ownership of the ?le, access permission for the ?le, size of the 
?le, ?le type and references to locations on disk of the data 
blocks for the ?le. The references to the locations of the ?le 
data are provided by pointers, which may further reference 
indirect blocks that, in turn, reference the data blocks, 
depending upon the quantity of data in the ?le. Changes to the 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

2 
inodes and data blocks are made “in-place” in accordance 
with the write in-place ?le system. If an update to a ?le 
extends the quantity of data for the ?le, an additional data 
block is allocated and the appropriate inode is updated to 
reference that data block. 

Another type of ?le system is a write-anywhere ?le system 
that does not overwrite data on disks. If a data block on disk 
is retrieved (read) from disk into memory and “dirtied” with 
new data, the data block is stored (written) to a new location 
on disk to thereby optimize write performance. A write-any 
where ?le system may initially assume an optimal layout such 
that the data is substantially contiguously arranged on disks. 
The optimal disk layout results in ef?cient access operations, 
particularly for sequential read operations, directed to the 
disks. A particular example of a write-anywhere ?le system 
that is con?gured to operate on a ?ler is the Write Anywhere 
File Layout (WAFLTM) ?le system available from Network 
Appliance, Inc. of Sunnyvale, Calif. The WAFL ?le system is 
implemented within a microkernel as part of the overall pro 
tocol stack of the ?ler and associated disk storage. This micro 
kernel is supplied as part of Network Appliance’s Data 
ONTAPTM storage operating system, residing on the ?ler, that 
processes ?le-service requests from network-attached cli 
ents. 

As used herein, the term “storage operating system” gen 
erally refers to the computer-executable code operable on a 
storage system that manages data access and may, in case of 
a ?ler, implement ?le system semantics, such as the Data 
ONTAPTM storage operating system, which is implemented 
as a microkernel. The Data ONTAP storage operating system 
is available from Network Appliance, Inc., of Sunnyvale, 
Calif., and is implements a Write Anywhere File Layout 
(WAFLTM) ?le system. The storage operating system can also 
be implemented as an application program operating over a 
general-purpose operating system, such as UNIX® or Win 
dows NT®, or as a general-purpose operating system with 
con?gurable functionality, which is con?gured for storage 
applications as described herein. 

Disk storage is typically implemented as one or more stor 
age “volumes” that comprise physical storage disks, de?ning 
an overall logical arrangement of storage space. Currently 
available ?ler implementations can serve a large number of 
discrete volumes (150 or more, for example). Each volume is 
associated with its own ?le system and, for purposes hereof, 
volume and ?le system shall generally be used synony 
mously. The disks within a volume are typically organized as 
one or more groups of Redundant Array of Independent (or 
Inexpensive) Disks (RAID). RAID implementations enhance 
the reliability/integrity of data storage through the writing of 
data “stripes” across a given number of physical disks in the 
RAID group, and the appropriate storing of parity informa 
tion with respect to the striped data. In the example of a WAFL 
?le system, a RAID 4 level implementation is advantageously 
employed. This implementation speci?cally entails the strip 
ing of data across a group of disks, and separate parity storing 
within a selected disk of the RAID group. As described 
herein, a volume typically comprises at least one data disk and 
one associated parity disk (or possibly data/parity) partitions 
in a single disk arranged according to a RAID 4, or equivalent 
high-reliability, implementation. 

The Microsoft Windows family of operating systems, 
including Microsoft Windows NT and Microsoft Windows 
2000, utilize the NT ?le system (N TFS). Files stored within a 
NTFS ?le system may utilize multiple data streams. The 
representation of such NTFS streams on a ?le server is 
described in the above-incorporated patent application, 
entitled SYSTEM AND METHOD FOR REPRESENTING 
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NAMED DATA STREAMS WITHIN AN 
STRUCTURE OF A FILE SYSTEM. 
An example of the use of multiple data streams may 

involve the creation of a document, having summary, main 
content and index sections, by word processor software, e. g., 
Microsoft Word, executing on the conventional Microsoft 
Windows NT operating system. By employing the multiple 
data streams feature of the NT ?le system (NTFS), the sum 
mary section may be stored at a location on disk that is 
separate from the main content and index sections of the 
document. This enables a user (e.g., a client) to retrieve just 
the summary section independent of those other sections of 
the document. Note that apportionment of the various sec 
tions (named data streams) associated with the document is 
arbitrary and user selectable, and that named data streams 
may be created for both ?les and directories (folders). 

In an exemplary ?le system, each unit of information asso 
ciated with a ?le, including, for example, its name, its owner, 
time stamps, etc is implemented as a ?le attribute. Both ?les 
and directories have attributes, wherein each attribute may 
consist of a single data stream. Such an implementation facili 
tates the addition of new attributes to a ?le, including data 
content attributes. Therefore, ?les and directories may con 
tain multiple data streams, however, each on-disk ?le must 
contain at least a default data stream through which the ?le 
data is accessed. 

In the exemplary WAFL ?le system, individual ?les are 
described by inodes, including, for example, directory 
inodes, regular inodes and stream inodes. A stream inode 
represents a named data stream so that multiple data streams 
may be stored on disks associated with a storage appliance as 
representations embodying the stream inode type associated 
with a ?le. Each stream inode has its own size, ?le share locks, 
byte range locks and data blocks; however other ?le 
attributes, such as time stamps, group and user ownership 
information, and access control lists are common for all 
named data streams and are stored in an on-disk “base inode”. 
The default data stream, along with its size, data blocks, ?le 
share locks and byte range locks, is also stored in the base 
inode. Additionally, the names and ?le handles of the data 
streams are stored in a “hidden” directory within the ?le 
system that is referenced by the base inode. The hidden direc 
tory is represented as a stream_dir inode type. The hidden 
directory is “invisible” in a directory hierarchy that is viewed 
by a user (e.g., a client) external to the ?le system and, thus, 
is inaccessible through an external ?le system protocol, such 
as the Common Internet File System protocol. 

In the example of the Write Anywhere File Layout (WAFL) 
?le system, by NetworkAppliance, Inc., of Sunnyvale, Calif., 
a ?le is represented as an inode data structure adapted for 
storage on disks. Broadly stated, the on-disk format represen 
tation of the exemplary WAFL ?le system is block based 
using, e.g., 4 kilobyte (KB) blocks and using inodes to 
describe the ?les. An inode is a data structure used to store 
information, such as meta data, about the ?le. That is, the 
information contained in an inode may include, e.g., owner 
ship of the ?le, access permission for the ?le, size of the ?le, 
or other attributes, described further below. The WAFL ?le 
system uses a ?le handle, i.e., an identi?er that includes an 
inode number, to retrieve an inode from disk. The exemplary 
WAFL ?le system also uses ?les to store meta data describing 
the layout of its ?le system. These meta data ?les include, 
among others, an inode ?le. The on-disk format structure of 
the WAFL ?le system, including inodes and the inode ?le, is 
disclosed and described in US. Pat. No. 5,819,292, entitled 
METHOD FOR MAINTAINING CONSISTENT STATES 
OF A FILE SYSTEM AND FOR CREATING USER-AC 
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CESSIBLE READ-ONLY COPIES OF A FILE SYSTEM, 
by David Hitz, et al., issued on Oct. 6, 1998 and incorporated 
by reference as though fully set forth herein. 
A ?le is represented in the exemplary WAFL ?le system as 

an inode data structure adapted for storage on disk. FIG. 1 is 
a schematic block diagram illustrating the on-disk inode 100, 
which preferably includes a meta-data section 110 and a data 
section 150. The information stored in the meta-data section 
110 of each inode 100 describes the ?le and, as such, includes 
the type (e.g., regular or directory) 112 of ?le, the size 114 of 
the ?le, time stamps (e. g., access and/ or modi?cation) 116 for 
the ?le and ownership, i.e., user identi?er (UID 118) and 
group ID (GID 120), of the ?le. The meta-data section 110 
further includes a xinode ?eld 130 containing a pointer 132 
that references another on-disk inode structure containing, 
e.g., access control list (ACL) information associated with the 
?le or directory. The contents of the data section 150 of each 
inode, however, may be interpreted differently depending 
upon the type of ?le (inode) de?ned within the type ?eld 112. 
For example, the data section 150 of a directory inode con 
tains meta-data controlled by the ?le system, whereas the data 
section of a regular inode contains user-de?ned data. In this 
latter case, the data section 150 includes a representation of 
the data associated with the ?le. 

Speci?cally, the data section 150 of a regular on-disk inode 
may include user data or pointers, the latter referencing 4 KB 
data blocks on disk used to store the user data. Each pointer is 
preferably a logical volume block number to thereby facilitate 
ef?ciency among the ?le system when accessing the data on 
disks. Given the restricted size (128 bytes) of the inode, user 
data having a size that is less than or equal to 64 bytes is 
represented, in its entirety, within the data section of that 
inode. However, if the user data is greater than 64 bytes but 
less than or equal to 64 kilobytes (KB), then the data section 
of the inode comprises up to 16 pointers, each of which 
references a 4 KB block of data on the disk. Moreover, if the 
size of the data is greater than 64 kilobytes but less than or 
equal to 64 megabytes (MB), then each pointer in the data 
section 150 of the inode references an indirect inode that 
contains 1024 pointers, each of which references a 4 KB data 
block on disk. In addition, the size ?eld 114 of the meta-data 
section 110 of the inode refers to the size of the ?le. 
Some known storage operating systems contain the capa 

bility to generate a snapshot of the ?le system. In the example 
of a WAFL-based ?le system, snapshots are described in 
TR3002 File System Designfor a NFS File ServerAppliance 
by David Hitz et al., published by Network Appliance, Inc. 
and in US. Pat. No. 5,819,292 ENTITLED METHOD FOR 
MAINTAINING CONSISTENT STATES OF A FILE SYS 
TEM AND FOR CREATING USER-ACCESSIBLE READ 
ONLY COPIES OF A FILE SYSTEM, by David Hitz et al., 
which are hereby incorporated by reference. 

“Snapshot” is a trademark of Network Appliance, Inc. It is 
used for purposes of this patent to designate a persistent 
consistency point (CP) image. A persistent consistency point 
image (PCPI) is a point-in-time representation of the ?ler, and 
more particularly, of the active ?le system, stored on a storage 
device (e.g., on disk) or in other persistent memory and hav 
ing a name or other identi?er that distinguishes it from other 
PCPIs is taken at other points in time. A PCPI can also include 
other information (meta data) about the active ?le system at 
the particular point in time for which the image is taken. The 
terms “PCPI” and “snapshot” shall be used interchangeably 
through out this patent without derogation of NetworkAppli 
ance’ s trademark rights. Generally, a snap shot may be viewed 
as an example of a read only reference store. In contrast, the 
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active ?le system may be viewed as an example of an active 
store that permits read and write operations. 
A snapshot is a restorable version of a ?le system created at 

a predetermined point in time. Snapshots are generally cre 
ated on some regular schedule. The snapshot is stored on-disk 
along with the active ?le system, and is called into the buffer 
cache of the ?ler memory as requested by the storage oper 
ating system. An exemplary ?le system inode structure 200 is 
shown in FIG. 2. The inode for an inode ?le 205 contains 
information describing the inode ?le associated with a given 
?le system. In this exemplary ?le system inode structure the 
inode for the inode ?le 205 contains a pointer to an inode ?le 
indirect block 210. The inode ?le indirect block 210 contains 
a set of pointers to inodes 217, which in turn contain pointers 
to indirect blocks 219. The indirect blocks 219 include point 
ers to ?le data blocks 220A, 220B and 220C. Each ofthe ?le 
data blocks 220(A-C) is capable of storing, in the illustrative 
embodiment, 4 kilobytes (KB) of data. 
When the storage operating system generates a snapshot of 

a given ?le system, a snapshot inode is generated as shown in 
FIG. 3. The snapshot inode 305 is, in essence, a duplicate 
copy of the inode for the inode ?le 205 of the ?le system 200. 
Thus, the exemplary ?le system structure 200 includes the 
inode ?le indirect blocks 210, inodes 217, indirect blocks 219 
and ?le data blocks 220A-C as in FIG. 2. When a user modi 
?es a ?le data block, the ?le system layer writes the new data 
block to disk and changes the active ?le system to point to the 
newly created block. 

FIG. 4 shows an exemplary inode ?le system structure 400 
after a ?le data block has been modi?ed. In this illustrative 
example, ?le data block 220C was modi?ed to ?le data block 
220C'. When ?le data block 220C is modi?ed to ?le data 
block 220C', the contents of the modi?ed ?le data block are 
written to a new location on disk as a function of the exem 

plary WAFL ?le system. Because of this new location, the 
indirect block 419 must be rewritten. Due to this changed 
indirect block 419, the inode 417 must be rewritten. Similarly, 
the inode ?le indirect block 410 and the inode for the inode 
?le 405 must be rewritten. Thus, after a ?le data block has 
been modi?ed the snapshot inode 305 contains a point to the 
original inode ?le indirect block 210 which in turn contains 
pointers through the inode 217 and an indirect block 219 to 
the original ?le data blocks 220A, 220B and 220C. However, 
the newly written indirect block 419 includes pointers to 
unmodi?ed ?le data blocks 220A and 220B. The indirect 
block 419 also contains a pointer to the modi?ed ?le data 
block 220C' representing the new arrangement of the active 
?le system. A new inode for the inode ?le 405 is established 
representing the new structure 400. Note that meta data (not 
shown) stored in any snapshotted blocks (e.g., 305, 210, and 
220C) protects these blocks from being recycled or overwrit 
ten until they are released from all snapshots. Thus, while the 
active ?le system inode for the inode ?le 405 points to new 
blocks 220A, 220B and 220C', the old blocks 210, 217, 219 
and 220C are retained until the snapshot is fully released. 

After a snapshot has been created and ?le data blocks 
modi?ed, the ?le storage operating system can reconstruct or 
“restore” the ?le system inode structure as it existed at the 
time of the snapshot by accessing the snapshot inode. By 
following the pointers contained in the snapshot inode 305 
through the inode ?le indirect block 210, inode 217 and 
indirect block 219 to the unmodi?ed ?le data blocks 220A-C, 
the storage operating system can reconstruct the ?le system as 
it existed at the time of creation of the snapshot. 

In known restoration techniques from snap shots, the snap 
shotted ?les are copied from the snapshot to the active ?le 
system. These copies are generated by duplicating inodes and 
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data blocks stored in the snapshot and writing these dupli 
cated blocks and inodes to the active ?le system. Thus, the 
snapshot is effectively duplicated into the active ?le system. A 
noted disadvantage of such a restore technique is that each 
inode or data block of the snapshot needs to be copied. Such 
copying, in the case of a large ?le system, can require a 
substantial amount of time and processing power. For 
example, ?les may be sized on the order of tens of gigabytes. 
Similarly, using known ?le restore techniques from a snap 
shot, the volume containing the snap shotted ?le must be large 
enough to accommodate two full copies of the ?le, namely, 
the snapshot and the ?le in the active ?le system. In the 
example of the large ?le, a volume may not be of suf?cient 
size to accommodate two full copies of the ?le. 
One technique to avoid resource-consuming duplication 

the entire ?le system is to use the storage operating system’s 
capabilities to restore on demand. Restore on demand tech 
niques are described generally in US. patent application Ser. 
No. 10/101,901 entitled SYSTEM AND METHOD FOR 
MANAGING A PLURALITY OF SNAPSHOTS by Hugo 
Patterson et al., now issued as US. Pat. No. 7,475,098 on Jan. 
6, 2009. A noted disadvantage of such restore on demand 
technique is an entire directory tree associated with the ?le 
must also be restored. For example, if the desired ?le to be 
restored is two directories down, for example, in /foo/bar/?le, 
then the directory /foo and the subdirectory /bar must also be 
restored. This reduces the ef?ciency of the ?le restoration 
process. Additionally, such restore on demand techniques 
typically cannot support the restoration of ?les that include 
streams or other metadata that are not stored internal to the 
?le, but are stored in a separate data stream associated with 
the ?le. Such restore on demand techniques typically utilize 
the snapshot copying methodology, described above, to 
restore a particular ?le. Thus, the noted disadvantages of the 
snapshot duplication method, e.g., processing overhead and 
use of ?le system space, are inherent in these restore on 
demand techniques. 

However, there are instances when the restoration of only a 
single ?le from a snapshot, without restoring the associated 
directory tree, is desired. For example, the entire ?le system 
may not suffer an error condition, but a single ?le may have 
become corrupted or otherwise needs to be restored. Conven 
tional restore on demand techniques may not properly restore 
those ?les that include one or more data streams, as the data 
streams are not contained within the data section of the ?le. 
These streams and associated metadata may be restored by, 
for example, restoring an entire volume from a snapshot; 
however, the restoration of an entire volume is a clearly inef 
?cient approach when only a single ?le in a large ?le system 
needs to be restored. Thus, it is desirous for a system and 
method to restore a single ?le from a snapshot that includes 
one or more data streams associated therewith. 

SUMMARY OF THE INVENTION 

The disadvantages of the prior art are overcome by provid 
ing a system and method for quickly restoring a single data 
stream ?le from a snapshot of a ?le system executing on a 
server, such as a ?ler. Initially, the determination is made if the 
data stream ?le is in the active ?le system. If a ?le has been 
deleted from the active ?le system, then an inode is created 
and its associated buffer tree is generated which points to the 
data blocks and the ?le to be restored. This newly created 
inode and associated buffer tree is then written to the active 
?le system. The associated data streams are then copied from 
the snapshot to the active ?le system, thereby restoring the 



US 8,135,678 B1 
7 

data stream ?le. By avoiding duplication of the data blocks, 
substantial storage space, processing overhead and time is 
saved. 

If the ?le does exist in the active ?le system, then the 
snapshot restoration process duplicates the ?le inode into a 
twin inode and moves the buffer tree of the ?le to the twin 
inode. A new inode for the restored ?le is then generated. A 
reconciliation process then compares block pointers from the 
duplicated twin inode and snapshot inodes. If the block point 
ers match, then the block pointers are moved from twin inode 
into the inode of the restored ?le in the active ?le system. If 
the block pointers and the block not already in the active ?le 
system differ, then the block pointer from the snapshot is 
copied to the active ?le system. Otherwise the actual data 
block is copied from the snapshot to the active ?le system. At 
the end of the reconciliation process, the twin inode only 
contains block pointers to blocks that have changed with 
respect to the snap shot. After completion of the reconciliation 
process, the associated streams of the ?le are copied from the 
snapshot to the active ?le system. The ?le is then restored 
from the active ?le system. 
By not duplicating the numerous data blocks stored in the 

snapshot, substantial processing time/overhead and storage 
space is saved. In alternate embodiments, the determination 
can be made based upon the size of the ?le to be restored. If 
the ?le is of a certain size or smaller, the restoration process 
may utilize a conventional snapshot duplication technique, 
otherwise the novel nonduplication method described herein 
may be practiced. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention description below refers to the accompany 
ing drawings, of which: 

FIG. 1, already described, is a schematic block diagram of 
an exemplary on-disk inode structure; 

FIG. 2, already described, is a schematic block diagram of 
an exemplary on-disk ?le; 

FIG. 3, already described, is an exemplary on-disk repre 
sentation of a ?le showing an associated snapshot inode; 

FIG. 4, already described, is an exemplary on-disk repre 
sentation of a modi?ed ?le showing a snapshot inode and 
regular ?le inode; 

FIG. 5 is a schematic block diagram of a multi-protocol 
storage appliance in accordance with an embodiment of the 
present invention; 

FIG. 6 is a schematic block diagram of an exemplary stor 
age operating system in accordance with an embodiment of 
the present invention; 

FIG. 7 is an exemplary on-disk inode structure of a stream 
data ?le; 

FIG. 8 is a ?owchart detailing a procedure for performing 
a restoration of a single data stream ?le from a snapshot in 
accordance with an embodiment of the present invention; 

FIG. 9 is a schematic block diagram of an exemplary track 
ing entry in accordance with an embodiment of the present 
invention; 

FIG. 10 is a ?owchart detailing the steps of a procedure for 
restoring a single data stream ?le to the active ?le system if 
the ?le was previously deleted from the active ?le is system; 

FIG. 11 is a ?owchart detailing the steps of a procedure for 
restoring a single data stream ?le from a snapshot to an active 
?le system; and 

FIG. 12 is a ?owchart detailing the steps of a procedure for 
performing a buffer tree reconciliation process in accordance 
with an embodiment of present invention. 
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8 
DETAILED DESCRIPTION OF AN 
ILLUSTRATIVE EMBODIMENT 

A. Filers 
An exemplary ?le server, or ?ler, architecture is now 

described in further detail. FIG. 5 is a more-detailed sche 
matic block diagram of the exemplary ?le server 500 imple 
mented as a network storage appliance, such as the NetApp® 
?ler available from Network Appliance, that can execute the 
above-described Data ONTAPTM software and is advanta 
geously used with the present invention. By way of back 
ground, a network storage appliance is a special-purpose 
computer that provides ?le service relating to the organiza 
tion of information on storage devices, such as disks. How 
ever, it will be understood by those skilled in the art that the 
inventive concepts described herein may apply to any type of 
?ler whether implemented as a special-purpose or general 
purpose computer, including a standalone computer. The ?ler 
500 comprises a processor 502, a memory 504, a network 
adapter 506 and a storage adapter 508 interconnected by a 
system bus 505. The ?ler 500 also includes a storage operat 
ing system 600 that implements a ?le system to logically 
organize the information as a hierarchical structure of direc 
tories and ?les on the disks. 

In the illustrative embodiment, the memory 504 may have 
storage locations that are addressable by the processor and 
adapters for storing software program code and data struc 
tures associated with the present invention. The processor and 
adapters may, in turn, comprise processing elements and/or 
logic circuitry con?gured to execute the software code and 
manipulate the data structures. The storage operating system 
600, portions of which are typically resident in memory and 
executed by the processing elements, functionally organizes 
the ?ler 500 by, inter alia, invoking storage operations in 
support of a ?le service implemented by the ?ler. It will be 
apparent to those skilled in the art that other processing and 
memory means, including various computer readable media, 
may be used for storing and executing program instructions 
pertaining to the inventive technique described herein. 
The network adapter 506 comprises the mechanical, elec 

trical and signaling circuitry needed to connect the ?ler 500 to 
a client over a computer network. A client can be a general 
purpose computer con?gured to execute applications includ 
ing ?le system protocols, such as the Common Internet File 
System (CIFS) protocol. Moreover, the client can interact 
with the ?ler 500 in accordance with a client/ server model of 
information delivery. That is, the client may request the ser 
vices of the ?ler, and the ?ler may return the results of the 
services requested by the client, by exchanging packets that 
conform to, e.g., the CIFS protocol format over the network 
102. The format of the CIFS protocol packet exchanged over 
the network is well-known and described in Common Internet 
File System (CIFS) Version: CIFS-Spec 0.9, Storage Net 
working Industry Association (SNIA), Draft SNIA CIFS 
Documentation Work Group Work-in-Progress, Revision 
Date: Mar. 26, 2001 (hereinafter “CIFS speci?cation”), 
which is hereby incorporated by reference as though fully set 
forth herein. 
The storage adapter 508 cooperates with the storage oper 

ating system 230 executing on the ?ler to access information 
requested by the client. The storage adapter 508 includes 
input/ output (I/ O) interface circuitry that couples to the disks 
over an I/ O interconnect arrangement, such as a conventional 
high-performance, Fibre Channel serial link topology. The 
information is retrieved by the storage adapter 508 and, if 
necessary, processed by the processor 502 (or the adapter 
itself) prior to being forwarded over the system bus 505 to the 
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network adapter 226, where the information is formatted into 
a packet and returned to the client. 

Notably, the exemplary ?ler 500 includes an NVRAM 510 
that provides fault-tolerant backup of data, enabling the integ 
rity of ?ler transactions to survive a service interruption based 
upon a power failure, or other fault. The NVRAM 510 is 
typically made suf?ciently large to log a certain time-based 
chunk of transactions (for example, several seconds worth). 
The NVRAM entry may be constructed in parallel with 
execution of the corresponding request, once it is determined 
that a request will be successfully performed but it must be 
completed (as must any copying to mirror NVRAM of the 
partner in a cluster con?guration) before the result of the 
request is returned to the requesting client. 

B. Storage Operating System 
The storage operating system 600 implements a ?le system 

that logically organizes information as a hierarchical struc 
ture of directories and ?les on the disks. Each “on-disk” ?le 
may be implemented as set of disk blocks con?gured to store 
information, such as text, whereas the directory may be 
implemented as a specially formatted ?le in which other ?les 
and directories are stored. In the illustrative embodiment 
described herein, the storage operating system 600 associated 
with each volume is, for example, the NetApp® Data 
ONTAPTM operating system available from Network Appli 
ance, Inc. of Sunnyvale, Calif. that implements a Write Any 
where File Layout (WAFL) ?le system. The preferred storage 
operating system for the exemplary ?ler is now described 
brie?y. However, it is expressly contemplated that the prin 
ciples of this invention can be implemented using a variety of 
alternate storage operating system architectures. 
As shown in FIG. 6, the storage operating system 600 

comprises a series of software layers, including a media 
access layer 610 of network drivers (e.g., an Ethernet driver). 
The storage operating system 600 further includes network 
protocol layers, such as the IP layer 612 and its TCP layer 614, 
and UDP layer 616. A ?le system protocol layer provides 
multi-protocol data access and, to that end, includes support 
for the CIFS protocol 621, the Network File System (NFS) 
protocol 620 and the HTTP protocol 622. In addition, the 
storage operating system 600 includes a disk storage layer 
624 that implements a disk storage protocol, such as a RAID 
protocol, and a disk driver layer 626 that implements a disk 
access protocol such as, e.g., a Small Computer Systems 
Interface (SCSI) protocol. 

Bridging the disk software layers with the network and ?le 
system protocol layers is a ?le system layer 630 of the storage 
operating system. Generally, the layer implements a ?le sys 
tem having an on-disk format representation that is block 
based using, e.g., 4-kilobyte (KB) data blocks and using 
inodes to describe the ?les. In response to transaction 
requests, the ?le system generates operations to load (re 
trieve) the requested data from volumes if it is not resident 
“in-core”, i.e., in the ?ler’s memory 504. If the information is 
not in memory, the ?le system layer 630 indexes into the 
inode ?le using the inode number to access an appropriate 
entry and retrieve a logical volume block number. The layer 
630 then passes the logical volume block number to the disk 
storage (RAID) layer 624, which maps that logical number to 
a disk block number and sends the latter to an appropriate 
driver (for example, an encapsulation of SCSI implemented 
on a ?bre channel disk interconnection) of the disk driver 
layer 626. The disk driver accesses the disk block number 
from volumes and loads the requested data in memory 504 for 
processing by the ?ler 500. Upon completion of the request, 
the ?ler (and storage operating system) returns a reply, e. g., a 
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10 
conventional acknowledgement packet de?ned by the CIFS 
speci?cation, to the client 104. 

It should be noted that the software “path” 650 through the 
storage operating system layers described above needed to 
perform data storage access for the client request received at 
the ?ler may alternatively be implemented in hardware or a 
combination of hardware and software. The term “metadata” 
refers to data that is generated, stores and managed by the 
storage operating system, and its associated ?le system layer, 
to maintain the structure and organization of the ?le system. 
Metadata can include, for example, security attributes asso 
ciated with ?les or data containers. As the storage operating 
system and its associated ?le system generate metadata, it is 
referred to herein as “internally generated data.” Conversely, 
all other data stored by the ?le system, including, for 
example, data generated by network clients and/ or other pro 
cesses in the storage operating system is referred to as “exter 
nally generated data.” 

Included within the ?le system 630 is a set of snapshot 
processes 631, which implement the inherent snapshot capa 
bilities of the ?le system including, e.g., the data stream ?le 
restoration process 632, described below. The inherent snap 
shot capabilities of the WAFL ?le system are further 
described in the above-incorporated TR3002 File System 
Designfor an NFS File Server Appliance and US. Pat. No. 
5,819,292. The snapshot processes include a vdisk restore 
function that implements the novel vdisk restoration system 
and method. 
The storage system provides an on-disk representation of a 

data stream ?le stored on, for example, a ?ler. FIG. 7 is a 
schematic block diagram illustrating the exemplary on-disk 
representation disk 700 of inode data structures, including 
stream inodes. A directory (DIR1) inode 702 includes a data 
section 704 of pointers 705 that references data directory 
blocks, one which is directory block 700. The directory block 
includes a plurality of entries, each containing an external 
representation of an inode (i.e., the name of the inode) along 
with mapping information (i.e., the inode number) for that 
inode. One of those entries, entry 708, contains mapping 
information (e. g., a pointer) that references a base inode 712. 
The base inode 712 is a regular inode identi?ed by the type of 
?eld 716. The data section 726 of base inode 712 contains 
pointers to additional inodes pointing to data blocks as a 
conventional ?le does. However, the base inode 712 includes 
in the ?ags ?eld, a ?ag identifying it as a stream data ?le. 

Speci?cally, the WAFL_?ag_stream ?ag 718 identi?es the 
inode 712 as having not only a default data stream section 
($DATA) 726 but also one or more named data stream “sec 
tions”. In addition, a free inode is allocated and converted to 
a stream_dir inode 728 upon insertion of the type “stream 
_dir” into type ?eld 732 by the WAFL layer. Although the 
inode 712 includes the default data stream ($DATA) within 
data section 726, the stream_dir inode 728 is created to enable 
storage of the named data streams within the on-disk structure 
of the ?le system. In order to access the newly created stream 
directory, the pointer of xinode ?eld 720 in base inode 712 is 
modi?ed to reference the stream_dir inode 728 allocated for 
the stream directory. 
The stream directory 728 includes a data section 736 of 

pointers 738 that references stream directory data blocks 
associated with named data streams, one of which is stream 
directory block 740. As noted, the xinode ?eld of an inode 
typically references an inode dedicated to storing ACL infor 
mation. Since the entire 128-byte capacity of each inode is 
utilized, the xinode ?eld of a base inode is “overloaded” to 
reference the stream directory. Thus, the xinode ?eld 720 of 
the base inode 712 is con?gured to reference the stream_dir 



US 8,135,678 B1 
11 

inode 728. The WAFL ?le system differentiates the functions 
of the xinode ?eld (i.e., referencing anACL inode or a stream 
directory inode) by, among other things, the assertion of the 
WAFL_?ag_stream ?ag within a base inode. In particular, 
assertion of the WAFL_?ag_stream ?ag 718 denotes use of 
the xinode pointer to reference a stream directory inode. 

The stream directory block 740 includes a plurality of 
entries, one of which (entry 742) references (points to) stream 
inode 744. The stream inode 744 represents a named data 
stream. The stream inode 744 includes a type ?eld 746 con 
taining the type (e.g., stream) of the inode 744 and a data 
section 750 that represents data blocks (e.g., DATA) associ 
ated with the named stream. 

In the example of the WAFL ?le system, all of the inodes 
associated with the named data streams (e.g., the base inode 
712, the stream_dir inode 728 and the stream inode 744) use 
the same ACL information contained within appropriate ACL 
inode of the ?le system. The meta-data attributes (e.g., time 
stamps and ownership information) for the named data stream 
reside within the base inode for that named stream. As a 
result, when a stream inode is modi?ed, its base inode must be 
loaded into memory so that its meta-data section may be 
updated to re?ect the modi?cation. The function of the xinode 
?eld can be distinguished based upon the type of inode; i.e., 
the stream inode type does not have an xinode ?eld that 
references ACL information because its ACL “lives” (is ref 
erenced by) the base inode. 

While there has been shown and described an illustrative 
embodiment for providing on-disk representations of mul 
tiple named data streams for a ?le system of a network storage 
appliance, it is to be understood that various other adaptations 
and modi?cations may be made within the spirit and scope of 
the invention. For example, the present invention also con 
templates an “incore” representation of the named data 
streams described herein. In general, when an on-disk inode 
is loaded from disk into memory, its corresponding incore 
inode representation may include additional information, 
such as a back pointer to its incore base inode and a pointer to 
an incore ACL inode. The dotted lines surrounding the inodes 
shown in FIG. 7 indicate the incore representation of the 
on-disk inode structures. 

Speci?cally, when an on-disk inode is loaded “incore” to 
the memory, the corresponding incore inode structure 
“embeds” the on-disk inode structure. The incore inode is a 
block of memory that stores the on-disk inode structure plus 
additional information needed to manage data in the memory 
(but not on disk). This additional information may include a 
parent inode pointer (pip) 752 that is an incore pointer used to 
reference the beginning of an incore base inode from, e.g., an 
incore stream inode. In other words, the pip represents a 
physical address of an incore inode within the memory, 
whereas the pointer references a logical address (e.g., inode 
number that maps to a logical volume block) on disk. 

C. File Restoration from a Snapshot 
The procedure 800 performed by the ?le system of the 

storage operating system, or its associated snapshot pro 
cesses, in restoring a ?le from a snapshot is shown in FIG. 8. 
Typically, such a data stream ?le restore process would be 
initiated by the use of a command entered by the user or 
administrator of the ?le server. This command could be 
entered either through a command line interface (CLI) or via 
a menu or other selection in a graphical user interface (GUI). 
As options to the command, the user enters the name and path 
to the ?le to be restored and, in alternate embodiments, a 
name and path for the ?le to be restored to, if it is different 
from the ?les original and/or location. Thus, for example, a 
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?le that was snapshotted when it existed in /dir/sub/?le, could 
be restored to /foo/bar/other?le. 
The procedure begins in step 802 and proceeds to step 805, 

where the ?le restore process ?rst locks the associated snap 
shot. Such snapshot locking can be accomplished using 
known ?le system ?le locking mechanisms. The locking of 
the snapshot ensures that the snapshot will not be modi?ed or 
deleted while the ?le is being restored. Next, in step 810, the 
inode associated with the ?le to be restored is locked against 
access. Such locking can be accomplished by, for example, 
setting a ?ag within the inode that is manipulated by an 
appropriate operating system lock manager. The ?le system 
layer and its associated processes recognize the ?ag and 
thereby restrict access to the inode. In certain embodiments, 
select ?le system processes or functions may have access to 
the inode. For example, a process or function for determining 
attributes of the ?le associated with the inode may be permit 
ted to access the inode to determine ?le system parameters. 
Similarly, in certain embodiments, a command or process to 
delete the ?le may be permitted to execute even though the 
inode is locked against access. 
The ?le restore process then creates a tracking entry (step 

815). This tracking entry, described further below, is utilized 
to determine which inodes and block pointers have been 
compared during the remaining portion of the restore process. 
Next, in step 820, the restore process determines what type of 
?le is being restored. By “type of ?le” it is meant, in the 
illustrative embodiment, whether the ?le exists in the active 
?le system, is absent from the active ?le system, or is a small 
?le. 

If the ?le to be restored is a small ?le, the process performs 
the conventional copying restore technique by duplicating the 
inodes’ block pointers and data blocks from the snapshot to 
the active ?le system. If the ?le is absent from the active ?le 
system (i.e. the ?le has been deleted from the active ?le 
system), the restore process performs the empty ?le routine 
(routine 1000). Otherwise, the ?le exists in the active ?le 
system and is not a small ?le. In such a case, the restore 
process proceeds to step 1100 and performs the standard ?le 
restore routine. 

FIG. 9 is a schematic block diagram of an exemplary track 
ing entry 900 in accordance with an embodiment of the inven 
tion. The tracking entry 900 includes ?eld for a ?le ID 905, a 
generation number 910, a twin ID and generation 915 and 
920, a snapshot ID and generation 925 and 930, a snap ID 935 
and last ?eld block number (FBN) ?eld 940. The ?le ID ?eld 
905 contains the ?le ID of the ?le of the active ?le system. The 
generation ?eld 910 includes the generation count of the ?le 
in the active ?le system. Similarly, the twin ID and generation 
?elds 915 and 920 contain the ?le ID and generation count of 
the twin inode created during a restoration process. The snap 
shot ID 925 and snapshot generation 930 also correspond to 
the ID of the ?le on the snapshot in the generation count of the 
?le in the snapshot. Finally, the last FBN ?eld 940 is utilized 
as a storage space to hold the last ?le block number that was 
reconciled during the buffer tree reconciliation process, 
described further below. Thus, the reconciliation process uti 
lizes the tracking entry to determine its progress in reconcili 
ating the FBNs associated with the snapshot. 

FIG. 10 is a ?owchart illustrating the restore routine 1000 
performed by the restore process 632 when the ?le is not in 
the active ?le system is shown in FIG. 10. The procedure 
begins in step 1005 and proceeds to step 1010 where the 
restore process creates a buffer tree pointing to the data blocks 
of the snap shot. This buffer tree is then copied to the active ?le 
system (step 1015). By utilizing the data blocks stored in the 
snapshot, the number of additional inode blocks in the buffer 
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tree is minimized as these data blocks do not need to be 
duplicated. Thus, minimal additional ?le system space is 
required. Next, in step 1020, the streams associated with the 
?le are copied from the snapshot to the active ?le system. 
During this copying process, the appropriate pointers are 
generated within the base inode of the ?le to point to the 
appropriate streams in the active ?le system. The tracking 
entry is then removed in step 1025. This removal process 
entails, for example, the allocation of memory or other data 
structures associated with the tracking entry. The newly cre 
ated inode is then unlocked in step 1030. Finally, in step 1035, 
the snapshot is unlocked. The procedure is then complete step 
1040. At this point, the newly created inode resides in the 
active ?le system and contains the proper pointers and buffer 
tree corresponding to the data blocks of the snapshot. By 
pointing to the data blocks stored in the snap shot, the number 
of inode blocks that must be written is decreased by a factor 
equal to the number of data blocks that each inode can point 
to. In the illustrative embodiment, each inode can point to 
1,024 data blocks. Thus, by utilizing this restoration process, 
fewer than 1/ 1024 of the data block must be accessed com 
pared to conventional snapshot restore methodologies. 

The process performed by the restore process for a ?le that 
needs to undergo the above-referenced reconciliation process 
1100 is shown in FIG. 11. The procedure begins in step 1105 
and proceeds to step 1110, where the process performs a 
series of space checks. The space checks are to ensure that the 
newly created and restored ?le will ?t within the active ?le 
system. While the process of the present invention typically 
requires little additional space in the active ?le system for 
?les, there are several cases where substantial additional 
space is required. For example, if a ?le was 100 megabytes 
(MB) in size when the snapshot occurred, but since then has 
been edited so that it is only 1 MB in size, a restoration of the 
?le results in some increased space within the active ?le 
system. This increase in space is still signi?cantly smaller 
than used by conventional restore techniques. Next, the pro 
cess performs a series of copy checks (step 1115). In step 
1120, the restore process performs a type match. This type 
match ensures that, for example, no attempt is made to restore 
the ?le in the snapshot to a directory, or vice versa. 

Next, in step 1125, an inode and associated buffer trees are 
allocated for use during the restoration process. The inode 
that is allocated is a new inode for the restored ?le in the active 
?le system. Additionally, the buffer trees of the existing ?le 
are copied to a twin. This twin, thus, has a twin inode and 
associated buffer trees. The restore process 632 then proceeds 
to do the reconciliation process in step 1200. This reconcili 
ation process walks through the buffer trees of the twin and 
the snapshot and generates the restored ?le. Then, in step 
1130, the streams associated with the ?le are copied from the 
snapshot to the active ?le system. In step 1135, the twin inode 
is turned into a “zombie” inode. Zombie inodes are later 
processed by the ?le system layer. Such zombie processing is 
described in Us. patent application Ser. No. 09/642,066, 
?led onAug. 18, 2000, entitled MANIPULATION OF ZOM 
BIE FILES AND EVIL-TWIN FILES by Raymond C. Chen 
et al., now issued as U.S. Pat. No. 6,751,635 on Jun. 15, 2004, 
which is incorporated herein by reference. It should be noted 
that the use of zombie ?les is for illustrative purposes only. In 
alternate embodiments, the twin inode could simply be 
deleted or otherwise unallocated from the active ?le system. 
The tracking entry is then deleted by, for example, freeing 
memory or data structures associated with the tracking entry 
(step 1140). The newly created inode of the ?le system is then 
unlocked (step 1145). At this point the newly restored ?le is 
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accessible by the active ?le system. In step 1150, the snapshot 
is unlocked. The procedure is then complete (step 1155). 
The reconciliation process 1200 utilized by the restore 

process is shown in FIG. 12. The procedure begins in step 
1202 and then checks for ?le deletion (step 1205). This check 
is to ensure that if a user deletes the ?le being restored, the ?le 
will be deleted and the restoration process will not proceed. 
The restore process then selects a block pointer from the twin 
(step 1210). The twin block pointer is then compared with the 
associated block pointer stored in the snapshot in step 1215.A 
determination is made, in step 1220 if the block pointers 
match. By match it is meant that the two block pointers point 
to the same data blocks. If the two block pointers do match, 
the block pointer from the twin is moved to the active ?le 
system in step 1235. If the block pointers do not match, a 
determination is made if the block that is pointed to by the 
block pointer is already allocated in the active ?le system 
(step 1225). If the block is already allocated, then the data 
from the block is copied to a new block in the active ?le 
system (step 1230). Otherwise, the block pointer from the 
snapshot is copied to the active ?le system (step 1240). Thus, 
if a particular block pointer has not been modi?ed from the 
time of the snapshot to the time of ?le restoration, the block 
pointer from the associated twin, which is a copy of the block 
pointer stored in the active ?le system, is moved to the active 
?le system. If the associated block pointer has been modi?ed, 
a copy of the block pointer is generated from that stored in the 
snapshot and copied to the active ?le system if the block is not 
allocated in the active ?le system. Next, in step 1245, the 
restore process determines if there are more block pointers 
that need to be reconciled. If there are no more block pointers 
to reconcile, the reconciliation process 1200 is complete (step 
1250) and the restore process 632 continues on in accordance 
with the procedure outlined in FIG. 1 1. If there are more block 
pointers to be reconciled, the process loops back to step 1205 
and performs an additional deletion check. Throughout the 
reconciliation process 1200, the tracking entry is used to 
determine which blocks have been compared and which 
blocks need to be compared. In accordance with an alternate 
embodiment, multiple blocks can be compared at a time. For 
example, sixteen blocks can be read from the twin and com 
pared with their associated snapshot blocks at a time. The use 
of multi-block comparison improves the performance of the 
reconciliation process. 

To again summarize, upon the execution of the ?le restored 
process, which may be included in the ?le system layer or 
snapshot processes of a storage operating system, the snap 
shot and inodes are locked against access and a tracking entry 
is created. The ?le restore process then determines what type 
of ?le is being restored. If the ?le meets a predetermined or 
user-de?ned de?nition of a “small” ?le, then a conventional 
snapshot duplication technique can be utilized to restore the 
?le. If the ?le has been deleted from the active ?le, then the 
restore process generates a buffer tree whichpoints to the data 
block stored in the snapshot. Once this buffer tree is created, 
it is written to the active ?le system and any data streams are 
copied from the snapshot to the active ?le system to restore 
the ?le. 

If the ?le exists in the active ?le system, then a reconcili 
ation process occurs. After performing a series of veri?cation 
operations, the restore process allocates a new inode for the 
restored ?le and creates a twin inode which contains the 
inodes associated with the ?le currently in the active ?le 
system. A reconciliation process is then Performed whereby a 
block from the twin is compared to a block in the snapshot. If 
the blocks are equal, the block from the twin is moved to the 
active ?le system. If the blocks are not equal, the block from 








